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Terms and Conditions for the Use of Microsoft 365
by Students, Doctoral Students and Graduates of the University of
Gdansk

§ 1 General Provisions

1. The Terms and Conditions specify the principles of use of the Microsoft 365 service by students,
doctoral students and graduates of the University of Gdansk ("UG"), including email, applications
and services made available as part of the service.

2. The Microsoft 365 service is provided on the basis of an agreement between the University of
Gdansk and Microsoft.

3. Use of the service is free of charge and is only possible after accepting these Terms and
Conditions and activating an account in the Student Portal system.

4. By accepting the Terms and Conditions, the User agrees to comply with all of its provisions and
with the applicable laws, in particular data protection law and electronic communications law.

§ 2 Scope of the Service
1. The Microsoft 365 service includes:
1) an individual email account in the domain studms.ug.edu.pl;
2) access to office applications and collaboration tools such as Teams, OneDrive, SharePoint
and others;
3) possibility of using additional services indicated on the following UG website:
www.ug.edu.pl/studenci/office365

2. A detailed description of Office 365 applications and services in the A3 plan is available at
https://products.office.com/pl-pl/academic/compare-office-365-education-plans. A detailed
description of Microsoft 365 applications and services included in the provided plan is available at
https://products.office.com/pl-pl/academic/compare-office-365-education-plans.

3. The regulations for the use of Microsoft 365 Online Services and the obligations in relation to the
processing and safeguarding of User Data and Personal Data by the Online Services are set out
in the following Microsoft documentation:

Name of document Legal nature / Scope of URL
regulation
1. Online Services Terms General terms and conditions for | http://www.microsoftvolumelicensing.
(OST) the use of Microsoft Online com/Downloader.aspx?documenttyp
Services, including licensing, e=0ST&lang=Polish
security and processing
obligations; applicable to
Microsoft subscription services
provided to educational
institutions.
2. Microsoft Services A general agreement governing https://www.microsoft.com/pl-
Agreement (MSA) the use of Microsoft consumer pl/servicesagreement/
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services (e.g., Microsoft accounts
used in education). It also
outlines information obligations,
liability provisions, and
acceptable use standards.

Supplement to the Special conditions applicable to https://www.microsoft.com/pl-
Microsoft Services the Office 365 University pl/useterms#areaheading-uid673811
Agreement - Microsoft consumer licence - may apply in

Office 365 University the context of the use of private

subscription service and | accounts assigned to the

software. university.

Microsoft Privacy Information document fulfilling the | https://privacy.microsoft.com/pl-
Statement obligations under Articles 13 and | pl/privacystatement

14 of the GDPR, specifying the
means and purposes of
processing personal data by
Microsoft as a separate data

controller.
Microsoft Online Detailed terms and conditions for | https://azure.microsoft.com/pl-
Subscription Agreement | the provision of online pl/support/legal/subscription-
subscription services, including agreement/

Office 365 and Azure, specifying
the rights and obligations
between the contracting entity
(UG) and Microsoft.

The email address given to the User has the following format:
1) (student): i.surname.nnn@studms.ug.edu.pl, where:
a) "i" stands for the first letter of the User's first name,
b) "surname" is the User's surname,
c) "nnn"is the system number assigned automatically;
2) (doctoral student): firsthname.surname@phdstud.ug.edu.pl
Shared mailboxes and additional aliases are created only at the written request of organisational
units and with the approval of the Director of the UG IT Centre.

§ 3 Activation and Access
Activation of the Microsoft 365 service account takes place via the Student Portal
https://ps2.ug.edu.pl, after accepting the Terms and Conditions.
Users are required to configure multi-factor authentication (MFA) upon first login. Any technical
issues should be reported immediately to help@ug.edu.pl.
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§ 4 Terms of Service
In connection with the use of the service by the User, it is specifically prohibited to:
use the account for illegal activities, including infringement of third-party rights and copyright;

—

)
2) send unsolicited commercial information (spam);
3) transmit illegal, pornographic, violence- or hate-promoting content;
4) undertake actions that may compromise system integrity or harm other users;
5) share login credentials with third parties;
6) attempt to gain unauthorised access to UG or Microsoft 365 systems;

7) engage in activities that disrupt the operation of UG or Microsoft services.

Users are fully responsible for the security of their account and all activities performed on it.

The University reserves the right to block an account without prior notice in the event of suspected
violation of these Terms or the law.

§ 5 Multi-Factor Authentication (MFA)
In order to increase the security of access to the Microsoft 365 service, each User is required to
use multi-factor authentication.
MFA requires confirmation of identity using at least two independent methods, e.g. a password
and a one-time code from the mobile application.
In the event that an MFA device is lost or stolen, the User shall immediately report this by email
to help@ug.edu.pl.
UG may change the MFA requirements taking into account current security standards.
Instructions for setting up multi-factor authentication (MFA) are available at https:/mailing-
pliki.ug.edu.pl/250122/Wlaczanie mfa.pdf.

§ 6 Account Blocking and Deletion

. A Microsoft 365 account is active for the entire duration of studies plus 6 months after graduation.

After this time, the account is automatically blocked and 12 months after blocking, the account
and all data are deleted.

In the event of deletion from the student list, the account will be blocked immediately, and deletion
will take place 12 months after the account is blocked.

Graduates who continue their association with UG may, within 6 months after graduation, submit
a written request to retain their email account (without access to other services). A request
submitted in this manner should include a justification and the consent of the head of the
organisational unit with which the account holder will remain in cooperation.

If reinstated, the account will be reactivated within 30 days of the request.

Any blocking or deletion of the account shall be preceded by a notification sent to the User’s email
address.
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§ 7 Appeal Procedure
The User has the right to submit a written appeal to the Director of the UG IT Centre within 14
days of receiving notification of account blocking.
The Director shall review the appeal within 14 days from the date of its receipt and inform the User
of the decision.
The User has the right to appeal against the decision issued by the Director to the Vice-Rector for
Student Affairs within 7 days of receipt.
The decision of the Vice-Rector for Student Affairs is final.

§ 8 Personal Data Protection
The University of Gdansk, with its registered office at Jana Bazynskiego 8, 80-309 Gdansk, is the
controller of personal data.
The personal data controller has appointed a Data Protection Officer, who can be contacted by
telephone on (58) 523 31 30 or by email at iod@ug.edu.pl. The Data Protection Officer can be
contacted regarding all matters concerning the processing of personal data and the exercise of
rights related to data processing.

Personal data is processed in order to:

1) provide access to the services offered through Microsoft 365 in connection with the
educational process, electronic communication and other statutory purposes of the
University of Gdansk;

2) ensure the integrity, confidentiality and availability of the UG ICT systems;

3) record user activity in the system for accountability purposes in accordance with the GDPR.

The legal basis for the processing of personal data is:

1) Article 6(1)(a) of the GDPR - only if you voluntarily consent to the University of Gdansk
sending marketing or promotional communications;

2) Article 6(1)(b) of the GDPR - processing is necessary for the fulfilment of the
contract/provisions to which the data subject is a party - with regard to the provision of the
Microsoft 365 service by the University of Gdansk, including the creation and maintenance
of a user account and management of access to services;

3) Atrticle 6(1)(c) of the GDPR - processing is necessary for the fulfilment of a legal obligation
incumbent on the controller - with regard to the fulfilment of the University of Gdansk's
obligations under generally applicable law;

4) Article 6(1)(f) of the GDPR - processing is necessary for the purposes of legitimate interests
pursued by the controller - in terms of ensuring the security of the University's IT systems,
preventing abuse and ensuring the continuity of electronic services;

Personal data will be retained for the period of time necessary to fulfil the purposes indicated in

section 3, as well as the archiving obligation under the law. In addition, the Controller reserves the
right to store your personal data for the period necessary to establish, pursue or defend against
potential claims, but no longer than the expiry of the limitation period. In the case of data
processed on the basis of consent, it will be processed for a period no longer than the period for
which the account is maintained in the service, or until the data subject revokes/withdraws
consent.

Recipients of personal data may be entities authorised to receive it under the law, including
relevant public administration bodies and supervisory authorities. Furthermore, data may be
transferred to entities cooperating with the University of Gdansk, in particular IT service providers
(e.g. for maintenance and development of IT systems, cloud computing), on the basis of relevant
data processing entrustment agreements, in accordance with Article 28 of the GDPR and other
applicable data protection regulations.
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Providing personal data is a prerequisite for creating and using a Microsoft 365 account, which is
the University of Gdansk's primary digital communication tool for students and doctoral students,
and enables access to educational and organisational services provided by the UG. Failure to
provide the required personal data prevents the provision of these services.

Data subjects have the right to access their personal data and the right to rectify (amend), erase,
restrict processing, the right to data portability, and, in cases where processing is based on
consent, the right to withdraw that consent at any time, without affecting the lawfulness of the
processing based on consent prior to its withdrawal. All rights under the GDPR may be exercised
by contacting the Data Protection Officer or directly with the Data Controller.

Data subjects have the right to lodge a complaint with the supervisory authority - the President of
the Personal Data Protection Office - in the event that the processing of personal data by the
University of Gdansk is considered to be in breach of the General Data Protection Regulation of
27 April 2016 (GDPR).

Personal data will not be used for profiling or be subject to automated decision-making within the
meaning of Article 22 of the GDPR.

As part of the use of the Microsoft 365 service, personal data may be transferred outside the
European Economic Area, in particular to the United States of America, in connection with the
technology infrastructure of the service provider - Microsoft. Data transfer takes place on the basis
of Standard Contractual Clauses (SCC) approved by the European Commission in accordance
with Article 46(2)(c) of the GDPR, which ensures an appropriate level of data protection.

§ 9 Communication

The Microsoft 365 account is the primary and official channel of communication between the

University of Gdansk and the student or doctoral student regarding matters related to the fulfilment

of obligations arising from the student’s course of study, including administrative, teaching,

organisational and statutory matters.

The University of Gdansk reserves the right to send communications to the email address

assigned to the Microsoft 365 account that are relevant to the proper conduct of the educational

process and participation in academic life. In particular, these may include:

1) notifications about registration, assessment and examination deadlines;

2) information about changes to the class schedule, defence dates, internships, payments;

3) notices regarding the operation of university units, information systems, access to UG
infrastructure and resources;

4) notifications on disciplinary, scholarship, housing, social and other matters;

5) messages concerning students' obligations under generally applicable laws and internal UG
regulations;

6) information concerning threats, emergencies or organisational changes relevant to the safety
and orderly functioning of the University.

Users are required to regularly check the correspondence received at the assigned email address

in the domain studms.ug.edu.pl or phdstud.ug.edu.pl. Failure to read the information sent does

not release users of responsibility for its legal or organisational consequences.

A user who wishes to receive promotional information from UG and its partners may subscribe to

a dedicated newsletter in accordance with the rules set out in its regulations.

UG is not responsible for failure to receive information sent to the email address of the Microsoft

365 account.



§ 10 Rules Regarding Account Data and Security Incidents
Users cannot change personal data assigned to the Microsoft 365 account (e.g. name, surname
or email address). All data changes must be made via the online eUczelnia system and
synchronised with the service by the controllers.
If a security incident is detected, such as a suspected hacking of an account, attempted
unauthorised access or any other activity that threatens security, the User must immediately notify
the UG IT Centre by email at help@ug.edu.pl.
UG shall take action to secure the account, including blocking the account and notifying the User.
In emergency situations, UG may decide to temporarily suspend access to the service in order to
protect the interests of the User and UG.

§ 11 Final Provisions
These Terms and Conditions shall come into effect on the date of publication on the UG website
and are available to all Users.
UG reserves the right to amend the Terms and Conditions, of which Users will be notified via
email.
In matters not covered by these Terms and Conditions, the provisions of Polish law shall apply.
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